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Personal data is now more broadly defined and includes identifiers such as

genetic mental cultural economic social

Overview 

The EU GDPR will help protect the privacy of 
individuals and give regulatory authorities greater 
powers to take action against businesses that 
breach the new law.

The Regulation also applies to non-EU companies 
that process personal data of individuals in the EU. 

The international transfer of data will be governed 
by the rules of the EU GDPR.

Penalties

There will be tough penalties for those that fail to 
comply. These will be up to:

4% of annual global 
turnover or

  €20 million
 whichever is greater

What the GDPR means for businesses

The appointment of a data protection officer (DPO) will be 
mandatory for companies processing high volumes of personal 
data and good practice for others.

Privacy risk impact 
assessments will be required 
for projects where privacy 
risks are high.

72 hours
the time a controller has to 
report a data breach after 

becoming aware of a breach, 
unless the breach presents 
a low risk to the individual’s 

rights.

Products, systems and 
processes must consider 
privacy-by-design concepts 
during development.

Data controller
A person or organisation 
who (either alone or 
jointly with others) 
determines the purposes 
for which and the manner 
in which any personal data 
is, or is to be, processed. 

Data processor
Any organisation or 
person (other than an 
employee of the data 
controller) who processes 
personal data on behalf of 
the data controller.

Data controllers must ensure adequate contracts are in place 
to govern data processors. They must also have a legal basis 
for processing personal data.

Data processors can be held directly liable for the 
security of personal data.



EU GDPR

Self-help materials

Training courses

9 steps to GDPR compliance Data subject rights

Obtaining consent for 
processing personal 
data must be clear, and 
must seek an affirmative 
response.

Parental consent 
is required for the 
processing of personal 
data of children.

Data subjects have the 
right to be forgotten 
and erased from 
records.

Users may request a 
copy of personal data 
in a portable format.

1. Establish a governance 
framework that covers board 
awareness, risk register, the 

accountability framework and the 
review process.

2. Appoint and train a DPO.

3. Create a data inventory that 
identifies processors and any data 

that is held unlawfully.

4. Conduct a data flow audit.

5. Conduct a gap analysis to 
assess your compliance and ensure 
that your business processes are 

robust and in accordance with the 
Regulation.

6. Conduct a data protection 
impact assessment and a security 

gap analysis.

7. Complete remedial actions in 
line with your chosen framework 

(e.g. Cyber Essentials, 10 Steps to 
Cyber Security or ISO 27001).

8. Create a data breach response 
process and then test it.

9. Monitor, audit and continually 
improve each step. 

*Steps can be tackled in parallel 

Implementation 
and Compliance 

Guide
RRP excl. VAT:  

£29.95

EU GDPR - A 
Pocket Guide

 
RRP excl. VAT:  

£9.95

EU GDPR 
Documentation 

Toolkit
RRP excl. VAT:  

£249.95

*All books available in softcover, ePub, Adobe eBook

1-day accredited EU GDPR Foundation training course 
(classroom, online or distance learning) 

RRP excl. VAT: £495                 (£295 for distance learning)

4-day accredited EU GDPR Practitioner training course 
(classroom, online or distance learning) 

RRP excl. VAT: £1,795              (£795 for distance learning)

EU GDPR Foundation and Practitioner Combination 
Course (classroom or online) 

RRP excl. VAT: £1.946

Consultancy

Gap analysis — Data flow audit — Information Commissioner notification 

support — Implementing a personal information management system 

(PIMS) — Implementing an ISMS compliant with ISO 27001 — Cyber 

health check

EU GDPR 
Compliance Gap 
Assessment Tool

RRP excl. VAT:  
£49.95

Data Protection Impact Assessment (DPIA) Workshop 
(classroom) 

RRP excl. VAT: £495


